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Introduction 

 

Purpose and Aim 

 

Risk management is a business discipline that is used to effectively manage potential 
opportunities and threats to Lisburn & Castlereagh City Council achieving its objectives. 
  
Risk management covers the whole spectrum of risks and not just those associated with 
finance, health and safety, business continuity and insurance.  It also includes risks associated 
with service provision, effectiveness and continuity, public image (reputation), compliance with 
legislation and the environment. 
  
Nothing is achieved without some element of risk; frequently little is done to evaluate and 
manage risk or it is approached informally.  This can mean that not enough is done to reduce 
exposure to hazards: alternatively it can mean that opportunities are lost because there is 
some degree of risk associated with them, from which we shy away.  To evaluate and balance 
risk to increase opportunities and make knowledgeable decisions in order to deliver 
sustainable improvements in service delivery is the core of risk management.   

 

The purpose of Lisburn & Castlereagh City Council’s Risk Management Strategy is to 
effectively manage potential opportunities and threats to the Council achieving its objectives. 
The objectives of the Council’s Risk Management Strategy are: 
 

 Introduce a robust framework and procedures for identification, analysis, assessment and 
management of risk, and the reporting and recording of events, based on best practice. 

 Establish roles, responsibilities and a reporting chain for managing risk. 

 Improve the co-ordination of risk management throughout the Council. 

 Incorporate risk management into the daily work of Council employees. 

 Participating with stakeholders in the management of risk. 

 Integration of risk management into the culture of the Council. 

 Facilitate the Council to anticipate and respond to changing social, environmental and 
legislative conditions. 

 Minimise injury, damage, loss and inconvenience to residents, staff, service users and 
assets arising from or connected with the delivery of Council services. 

 Minimise the cost of risk. 
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Risk Terminology 

 

Risk Description 

 

Possibility of something happening that will have an impact on 
objectives.Risk

Chance of something happening.Likelihood

Outcome of risk on objectives.Impact

Overall rating which determines actions & risk treatments.Risk Rating

Includes any process, policy, device or practice or actions which 
modify risk.Control

Assessment of the effectiveness of controls to determine if any 
gaps exist.

Control 
Effectiveness

Person or entity with the accountability & authority to manage a 
risk.Risk Owner

Can involve avoiding the risk, increasing risk to gain an
opportunity, remove the source, change the likelihood or
consequence, sharing the risk, retaining the risk.

Risk 
Treatment

 

Description

Risk of...Failure 
to...Failure of...Lack 
of...Loss 
of...Uncertainty 
of...Delay 
in...Inability 
to...Inadequate...

Cause

.....due 
to....because...

Effect

.....leads to...results 
in...
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Risk Management Approach 

 

 

Risk Management Process 

 

 

Lisburn & Castlereagh City Council will embed risk management into its culture, 
processes and planning structures.  Risk management will be integral to; decision making, 
setting service and work priorities, learning and development and the Council’s role in 
enhancing the social, economic and environmental well-being of the Council area. 
 
The Council’s Risk Management Strategy is in accordance with HM Government, The 
Orange Book’s Management of Risk Principles and Concepts.  
 
In many cases, risk management would follow existing service management 
arrangements; certainly operational risk is best managed in this way i.e. by the people who 
manage service delivery. 
 
Risk needs to be addressed at the point at which decisions are being taken. Where 
Members and Officers are asked to make decisions, they should be advised of the risks 
associated with the recommendations being made.  
 
The Council needs to be able to demonstrate that it took reasonable steps to consider the 
risks involved in a decision.  There needs to be a balance struck between the efficiency of 
the decision making process and the need to address risk. Risk assessment is seen to be 
particularly valuable in options appraisal. All reports to Council, including new and 
amended policies and strategies, should include a section to demonstrate that risks; 
arising from both threats and opportunities, have been addressed. 

 

HM Orange Book: Risk Management Framework 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/866117/6.6266_HMT_Orange_Book_Update_v6_WEB.PDF
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/866117/6.6266_HMT_Orange_Book_Update_v6_WEB.PDF
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Risk Management 5 Principles 

 

  

1. Governance & Leadership 
 

Risk Management will be an essential part of governance and leadership, and 

fundamental to how the Council is directed, managed and controlled at all 

levels. 

 

2. Integral 
 

Risk Management will be an integral part of all organisational activities to 

support decision-making in achieving objectives. 

 

3. Collaborative & Informed 
 

Risk Management will be collaborative and informed by the best available 

information and expertise. 

 

4. Structured 
 

 Risk identification and assessment to determine and prioritise how 

the risks should be managed 

 The selection, design and implementation of risk treatment options 

that support achievement of intended outcomes and manage risks to an 

acceptable level. 

 The design and operation of integrated, insightful and informative risk 

monitoring, and 

 Timely, accurate and useful risk reporting to enhance the quality of 

decision-making and to support management and oversight bodies in 

meeting their responsibilities 

 

 

5. Continually Improved 
 

Risk Management will be continually improved through learning and 

experience. 



5 | P a g e  

 

Risk Identification and Assessment

Risk Categories 
 
It is important to classify risks into appropriate categories. Grouping risks this way helps us 
understand where the largest risk exposure originates from and the effectiveness of the controls.   

Governance Risks arising from unclear plans, priorities, authorities and accountabilities and/or 
ineffective or disproportionate oversight of decision-making and/or performance.

Legal Risks arising from a defective transaction, a claim being made (including a defence to a 
claim or a counterclaim) or some other legal event occuring that results in liability or other 
loss, or failure to take appropriate measures to meet legal or regulatory requirements.

Property Risks arising from property deficiencies or poorly designed or ineffective/inefficient safety 
management resulting in non-compliance and/or harm and suffering to employees, contractors, 
service users or the public.

Security Risks arising from a failure to prevent unauthorised and/or inappropriate access to the estate 
and information, including cyber security and non-compliance with GDPR requirements.

Reputational Risks arising from adverse events, including ethical violations, a lack of sustainabilty, systematic 
or repeated failures or poor quality or a lack of innovation, leading to damages to reputation 
and or destruction of trust and relations.

Operations Risks arisisng from inadequate, poorly designed or ineffective/inefficient internal processes 
resulting in fraud, error, impaired customer service (quality and/or quantity of service), non-
compliance and/or poor value for money.

Financial Risks arising from not managing finances in accordance with requirements and financial 
constraints resulting in poor returns from investments, failure to manage assets/liabilities or to 
obtain value for money from the resources deployed, and/or non-compliant financial reporting.

Commercial Risks arising from weaknesses in the management of commercial partnerships, supply chains 
and contractual requirements, resulting in poor performance, inefficiency, poor value for 
money, fraud, and/or failure to meet business requirements/objectives.

People Risks arising from ineffective leadership and engagement, suboptimal culture, inappropriate 
behaviours, unavailability of sufficient capacity and capability, industrial action and/or non-
compliance with relevant employment legislation/HR policies resulting in negative impact on 
performance.

Technology Risks arising from technology not delivering the expected services due to inadequate or deficient 
system/process development and performance or inadequate resilience.

Information Risks arising from a failure to produce robust, suitable and appropriate data/information and to 
exploit data/information to its full potential.

Strategy Risks arising from identifying and pursuing a strategy, which is poorly defined, is based on flawed 
or inaccurate data or fails to support the delivery of commitments, plans or objectives due to a 
changing macro-environment.

Project / 
Programme

Risks that change programmes and projects are not aligned with strategic priorities and do not 
successfully and safely deliver requirements and intended benefits to time, cost and quality.

LCCC Risk Categories 
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Averse

•Governance

•Legal

Minimal

•Property

•Security

•Reputational

Cautious

•Operations

•Financial

•People

•Commerical

•Information

•Technology

Open

•Strategy

•Project / 
Programme

Hungry

Legal 

Governance 

LCCC Risk Categories and Associated 

Risk Appetite 

Risk Appetite Levels 

Risk Appetite 
 
Risk appetite is the amount and type of risk that the Council is willing to take in order to meet their strategic objective. The LCCC risk 
categories and associated risk appetite demonstrated below is a guide for risk owners, there may be exceptions dependant on the 
risk/opportunity identified. 
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The Orange Book provides a Risk Appetite Guidance Note which evidences a sample of risk appetites developed against a selection of the 

risk categories.  

 

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/929385/Risk_Appetite_Guidance_Note_v1.0_FINAL.pdf
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Tolerate Risk maybe 
tolerable. 

There may be some risks that action against them is limited.  
This must be supplemented by contingency planning for 
handling the impacts that will arise if the risk is realised. 

Treat Mitigating the risk 
by managing 
either:  
 

 the likelihood  

 the impact  

 or both  
 

The most likely form of management for the majority of risks.  
 
Developing SMART actions to manage the likelihood of risks 
occurring, their impact if they were to occur, or both.  
 
Often preventative controls are used to mitigate likelihood – to 
ensure something does not happen e.g. training so that staff 
do not do something in the wrong way or fire walls to prevent 
computer virus attack. Impact is often mitigated with some 
kind of contingency e.g. alternative service providers or 
alternative service arrangements.  
 

Transfer Insurance / 
outsourcing / 
partnerships  
 
 

Insurance, although essential for many types of risk, will not 
be applicable for most of the risks an organisation will be 
facing.  
 
Outsourcing or entering into partnerships may allow an 
organisation to transfer certain risks – however by entering 
into such arrangements an organisation will inevitably be 
faced with new and different risks which it will have to 
manage.  
 

Terminate Stop doing a 
activity  

In some instances, a risk could be so serious that there is no 
other option but to terminate the activity that is generating the 
risk. In practise this can be difficult for a local authority given 
the number of statutory functions. However many authorities 
have stopped providing a non-statutory service due to the 
risks surrounding their operation.  

Take the 
Opportunity 

Exploit 
opportunities and 
threats 

At the same time as mitigating threats, an opportunity arises to 
exploit positive impact.  
 
Circumstances may arise which, whilst not generating threats, 
offer positive opportunities. 

 

Risk Treatment 

The Council’s risk appetite will help with making decisions as to whether each risk should be accepted or 
treated.  As part of the selection and development of risk treatments, the Council will: 
 

 Provide a rationale for selection of the option(s) including the expected benefits to be gained; 

 The proposed actions; 

 Those accountable and responsible for approving and implementing the option(s); 

 The resources required, including contingencies; 

 The key performance measures and control indicators, including early warning indicators; 

 The constraints; 

 When action(s) are expected to be undertaken and completed; and 

 The basis for routine reporting and monitoring. 
 
 

  

Opportunity 
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Risk Monitoring 

 

   

 
 
 
 
 

 

 

  
THREATS 

 
OPPORTUNITIES 

L
IK

E
L

IH
O

O
D

 

 
Very Likely  
Regular occurrence 
Circumstances frequently 
encountered - 
Daily / weekly / monthly. 

 
4 
 

 
8 
 

 
12 
 

 
16 
 

 
-12 

 
Likely  
Likely to happen at some 
point within the next 1-2 
years Circumstances 
occasionally encountered 
(few times a year). 

 
3 
 

 
6 

 
9 

 
12 

 
-9 

 
Unlikely  
Only likely to happen 3 or 
more years. 
 

 
2 
 

 
4 

 
6 
 

 
8 
 

 
-6 

 
Very Unlikely  
Has happened rarely or 
never before. 
 

 
1 

 
2 

 
3 

 
4 
 

 
-3 

  
Minor 

 

 
Moderate 

 
Major 

 
Catastrophic 

 
Significant 

 Very limited 
impact. 
Consequences 
can be managed 
under normal 
operating 
conditions. 

Limited 
impact. 
Consequences 
can be 
managed with 
limited 
additional 
resources 
and/or 
managerial 
effort. 

Substantial 
departure from 
best practices 
and standards. 
Consequences 
can be 
managed with 
moderate 
additional 
resources 
and/or 
managerial 
effort. 

Highest level. 
Potential 
immediate or 
future harmful 
impact to the 
Council. Senior 
Management 
required to 
make major 
adjustments to 
plans and/or 
resource 
allocations. 

Positive impact on 
one or more 
objectives 

 

 

  

Risk Matrix 
 
LCCC operate a 4 x 4 risk matrix. The risk matrix will help with making decisions about the significance 
to the Council of each identified risk and whether each one should be accepted or treated.  

 

Opportunity 
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Three Lines of Defence 

Everyone in LCCC has some responsibility for risk management. The “three lines of defence” model provides a simple and effective way to help delegate 

and coordinate risk management roles and responsibilities within and across the Council. 

The following model provides a structure that can be implemented in support of the risk management framework.  The Governance & Audit Committee 

and CMT are not among the “lines” of defence as they are the primary stakeholders served by the “lines of defence” and have collective responsibility 

and accountability. 

 

 

HM Orange Book: Three Lines of Defence Model 
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Three Lines of Defence

 

1st line of 
defence
•Under the “first line of 
defence”, management 
have primary ownership, 
responsibility and 
accountability for 
identifying, assessing and 
managing risks. Their 
activities create and/or 
manage the risks that can 
facilitate or prevent an 
organisation’s objectives 
from being achieved.

•The first line ‘own’ the 
risks, and are responsible 
for execution of the 
Council’s response to 
those risks through 
executing internal 
controls on a day-to-day 
basis and for 
implementing corrective 
actions to address 
deficiencies.

2nd line of 
defence
•The second line of defence 
consists of functions and 
activities that monitor and 
facilitate the 
implementation of effective 
risk management practices 
and facilitate the reporting 
of adequate risk related 
information up and down 
the organisation. The 
second line should support 
management by bringing 
expertise, process 
excellence, and monitoring 
alongside the first line to 
help ensure that risk are 
effectively managed.

3rd line of 
defence
•Internal audit form the 
Council’s “third line of 
defence”. They will, 
through a risk-based 
approach, provide an 
objective evaluation of 
how effectively the 
Council assesses and 
manages its risks, 
including the design and 
operation of the “first 
and second lines of 
defence”. 

External 
Assurance 
 Sitting outside of the 

Council’s own risk 
management framework 
and the three lines of 
defence, are a range of 
other sources of 
assurance that support 
the Council’s 
understanding and 
assessment of its 
management of risks and 
its operation of controls 
i.e. NIAO, VFM by NIAO 
and other sources. 
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Risk Reporting 

It is essential that risk management is used as a tool to assist good management and to 
provide assurances to relevant officers that adequate measures have been taken to manage 
risk.  
 
As a minimum, all risks should be reviewed quarterly and this review should be formally 
recorded.  
 
Bi-annual Assurance Statements are completed by Directors to confirm that Corporate, 
Departmental and Service risks have been reviewed and updated in line with the Risk 
Strategy.  
 
In addition to the regular review of risks, all oversight groups should ensure that horizon 
scanning is regularly undertaken to identify key trends and drivers that present both 
opportunities for, and risks to, the achievement of objectives.  This supports risk identification 
and informs decision making and strategic planning. 
 
The following diagram illustrates the Council’s relationship between the levels of risk and the 
ability to escalate or reduce risks dependent on level of management and mitigation required. 

Opportunity 

Corporate Risk Register

•Reviewed by CMT quarterly.

•Reported to G&A Committee quarterly.

•2 risks per annum subject to a deep dive 
analysis by G&A Committee.

Departmental Risk Registers

•Risk Management is a standing agenda 
item at Departmental Management Teams.

•Reviewed monthly.

•Presented to Home Committee biannually.

Service Unit / Project Risk Registers 

 Reviewed Monthly. 

 Presented at Department 

Management Teams on a cyclical 

basis for a deep dive analysis. 

 

R
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u
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R
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u
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Very 

Likely
4

Likely 3

Unlikely 2

Very 

Unlikely
1

1 2 3 4

Minor Moderate Major Catastrophic

Risk Dashboard  

The Risk Dashboard is used as a tool for the reporting of risks.  Each risk register produces a dashboard 

which plots the associated risks to provide a visual of the residual risk levels.   

Residual Risk Risk Level 

High 11-16 There are significant risks, which may have a serious impact on the Council and the achievement of its 
objectives if not managed.  Immediate management action needs to be taken to reduce the level of net risk.   

Med 5-10 Although usually accepted, these risks may require some additional mitigating to reduce likelihood if this can 
be done cost effectively.  Reassess to ensure conditions remain the same and existing actions are operating 
effectively. 

Low 1-4 These risks are being effectively managed and any further action to reduce the risk would be inefficient in 
terms of time and resources.  Ensure conditions remain the same and existing actions are operating 
effectively. 

 
 

A key indicator is also included to illustrate the movement of risks. 
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Risk groups i.e. 
reputational, financial 
etc. 

Level of risk after 

controls have been 

implemented 

Risk level to be achieved 

calculated by Risk 

category and Council 

appetite 

Risk Category Opportunity / 

Threat

Risk 

Treatment

Corporate 

Themes

Risk Description Risk Owner Likelihood Impact 12

Current Controls
Likelihood Impact 6

Control No. Existing controls in place Adequate?

Additional Action Required

Action No. Action Status

1st Line 2nd Line 3rd Line

Target Risk

Officer Responsible

Residual Risk

RISK Inherent Risk

Three Lines of Defence

Target Date Milestone

Risk Action Sheets 

 

Initial risk before any 

controls or actions 

Accountable point of contact 

for an enterprise risk 

Narrative providing a description of the 

risk, the cause and the effect 

Type of risk 

Is existing control adequate, yes or no? 

If no, then additional action is required 

Present controls already in place to 

reduce the level of risk.  

Further controls to be implemented to 

reduce risk 
Present controls already in place to 

reduce the level of risk.  
Date action to 

be completed  

Interim target  Progress of action i.e. 

behind, on target, 

complete. 

Link to Strategic Theme(s) 

Evidence of three Lines of defence   

Will risk will be accepted or treated.   
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Roles & Responsibilities 

Governance & Audit Committee 

 Understands the Council’s business strategy, operating environment and the associated 
risks, taking into account all key elements of the Council as parts of an “extended 
enterprise”;  

 Understands the role and activities of CMT in relation to managing risk;  

 Discusses with the CMT its policies, attitude to and appetite for risk to ensure these are 
appropriately defined and communicated so that management understands these 
parameters and expectations;  

 Understands the risk management framework and the assignment of responsibilities;  

 Critically challenges and reviews the risk management framework, without second 
guessing management, to evaluate how well the arrangements are actively working in 
the Council; and  

 Critically challenges and reviews the adequacy and effectiveness of control processes in 
responding to risks within the Council’s governance, operations, compliance and 
information systems. 

Corporate Management Team 

 Lead the assessment and management of risk and take a strategic view of risks in the 
organisation.  

 Ensure that there are clear accountabilities for managing risks and that staff are 
equipped with the relevant skills and guidance to perform their assigned roles 
effectively and efficiently. 

 Ensure that roles and responsibilities for risk management are clear to support effective 
governance and decision-making at each level with appropriate escalation, aggregation 
and delegation.  

 Determine and continuously assess the nature and extent of the principal risks that the 
Council is willing to take to achieve its objectives - its “risk appetite” - and ensure that 
planning and decision-making appropriately reflect this assessment. 

 Agree the frequency and scope of its discussions on risk to review how management is 
responding to the principal risks and how this is integrated with other matters 
considered by CMT, including business planning and performance management 
processes. 

 Specify the nature, source, format and frequency of the information that it requires. 

 Ensure that there are clear processes for bringing significant issues to its attention more 
rapidly when required, with agreed triggers for doing so. 

• Use horizon scanning to identify emerging sources of uncertainty, threats and trends. 

• Assure itself of the effectiveness of the Council’s risk management framework. 

• Assess compliance with the Corporate Governance Code and include explanations of 
any departures within the governance statement of the organisation’s annual report and 
accounts. 
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Roles & Responsibilities 

Accounting Officer (Chief Executive) 

 

 Periodically assess whether the Council’s values, leadership style, opportunities for 
debate and learning, and human resource policies support the desired risk culture, 
incentivise expected behaviours and sanction inappropriate behaviours.  

 Ensure that expected values and behaviours are communicated and embedded at all 
levels to support the appropriate risk culture. 

 Designate an individual to be responsible for leading the Council’s overall approach to 
risk management, who should be of sufficient seniority and should report to a level within 
the Council that allows them to influence effective decision-making. 

 Establish the Council’s overall approach to risk management 

 Establish risk management activities that cover all types of risk and processes that are 
applied at different organisational levels.  

 Ensure the design and systematic implementation of policies, procedures and practices 
for risk identification, assessment, treatment, monitoring and reporting. 

 Consider the Council’s overall risk profile, including risk management within arm’s length 
bodies and the extended enterprise.  

 Demonstrate leadership and articulate their continual commitment to and the value of 
risk management through developing and communicating a policy or statement to the 
Council and other stakeholders, which should be periodically reviewed.  

 Ensure the allocation of appropriate resources for risk management, which can 
include, but is not limited to people, skills, experience and competence.  

 Monitor the quality of the information received and ensure that it is of a sufficient 
quality to allow effective decision-making.  

 Ensure that risk is considered as an integral part of appraising option choices, 
evaluating alternatives and making informed decisions.  

 Be provided with expert judgements through functions to advise on:  

 feasibility and affordability of strategies and plans;  

 evaluation and development of realistic programmes, projects and policy 
initiatives;  

 prioritisation of resources and the development of capabilities;  

 design and operation of internal control in line with good practice and the 
nature and extent of the risks that the organisation is willing to take to achieve 
its objectives;  

 driving innovation and incremental improvements.  

 Clearly communicate their expectation that risk management activities are coordinated 
and that information is shared among across the ‘lines of defence’ where this supports 
the overall effectiveness of the effort and does not diminish any of the ‘lines’ key 
functions. 
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Roles & Responsibilities 

 

Heads of Service 

 
• Understand and help promote the Risk Management Policy and Strategy to all 

employees. 
• Ensure risk management is embedded in service plans. 
• Ensure that risks are identified, addressed and mitigated. 
• Ensure risk management is incorporated into services, project plans, performance 

management. 
• Feed key risks into service unit risk registers and delete irrelevant items. 
• Ensure service unit risk registers are kept up to date by reviewing regularly. 
• Provide Assurance Statements as necessary. 
• Remember to include corporate initiatives, projects, legislative changes, service 

provision etc. 
• Reduce the impact of medium and high risks, and the likelihood of these occurring. 
• Report on progress to Departmental Management Team as necessary. 
• Attend awareness training as necessary. 

 

Risk & Business Continuity Officer 

 
• Develop and periodically review the Risk Management Policy, Strategy and 

associated documents. 
• Ensure up to date versions of the Risk Management Policy, Strategy and associated 

documents are available on the Intranet. 
• Coordinate the risk management function within the Council. 
• Promote risk management throughout the Council and provide the framework, tools 

and techniques that ensure the consistency of approach across the Council.   
• Bring any irregularities, gaps or concerns to the attention of the Corporate 

Management Team. 
• Build a robust effective compliance and risk improvement function. 
• Facilitate the management of risk within the organisation and assume a guardianship 

role with respect to risk management. 
• Develop a database for the storage, retrieval and analysis of risk management 

information. 
• Facilitate risk management training as appropriate for Members and Officers. 
• Attend awareness training as necessary. 
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Roles & Responsibilities  

Members 

 Understand the Council’s business strategy, operating environment and the associated 
risks, taking into account all key elements of the Council as parts of an “extended 
enterprise”;  

 Understand the role and activities of CMT in relation to managing risk;  

 Understand the risk management framework and the assignment of responsibilities;  

 Critically challenge and review departmental risk registers brought to Home Committee, to 
evaluate how well the arrangements are actively working in the Council; and  

 


